MHdopmMaunoHHbI GronneTeHb

CISCO.

MapwpyTtusatopsbl Cisco ISR cepun 2900

Cisco® ISR 2900 — cepusi MapLLpyTM3aTOpPOB C MHTErpaLuel cepBmncos, pa3paboTaHHasa Ha OCHOBAHUUN 25-NeTHEro
onbita Cisco B 061acTn MHHOBALUMI 1 CO3AaHUs NepeaoBbiX peLLeHnn. ApXUTEKTYpa HOBbIX Mratdopm obecneumBaet
noAaepXKy cneayroLlero atana passuTusa unmanos opraHU3aLmin, nepeHocs MynbTUMeaninHbIe CPeacTBa COBMECTHON
paboTbl M CpeAcTBa BUPTYanu3aumn Ha ypoBeHb hunmana 1 no3sornss CyLeCTBEHHO COKpaTUTb onepaLyoHHble
nspepxku. NMnatdgopmel Ha 6a3e mapLipyTusatopos Cisco ISR BTOporo nokoneHusi N03BOMSAOT peLlaTh He TOMbKO
CerofHsilHMe 3a4a4yu, Ho 1 Te 3aa4n, KOTopble BO3HMKHYT B ByayLLeM, MOCKOMNbKY B HUX UCMOSMb3YHOTCA
MHOrosiiepHbIE MPOLECCOPbI, NOAAEPKNBAIOTCS BbICOKOMPON3BOAUTENbBHBbIE CUrHanbHble npoueccopbl (DSP) ans
pacLUMpPeHns NepPCneKTUBHBLIX BO3MOXHOCTEN nepeaaydun BUAEO, UCMOMb3YHTCH MOLLHbIE CEPBUCHBIE MOAYIN C
MOBbILLEHHOW JOCTYMHOCTLIO, cpeacTea kommyTaumn Gigabit Ethernet ¢ nogaep»xkon paclumpeHHon cneumndukaumm
POE, a Takke HOBble BO3MOXHOCTMW yNpaBfieHWs 1 MOHUTOPWHra noTpebneHns aHeprum. Kpome Toro, HoBbI
yHUBepcarbHbIi 06pa3 onepauuoHHoi cuctemsl Cisco 10S® moaynb Services Ready Engine no3sonsioT pasgenvTb
pa3BepTbiBaHMe 060pyaoBaHNS U NPOrpaMMHOro obecneyeHusi, TeM camblM obecrneumBasi HagexXHyo
TEXHOMNOMMYECKYH OCHOBY, CNOCOBHYI0 BLICTPO aganTPOBaTLCS K MOCTOSIHHO M3MEHSIIOLMMCS TPeboBaHUSM K CETU.
B uenom mapupytusatopsl Cisco cepun 2900 obecneumsatoT 6ecnpeLiefeHTHOE CHKEHNE COBOKYMHON CTOMMOCTM
BnageHns (TCO) n BbICOYaNLLMI YPOBEHb FTMBKOCTM CETU, KOTOPbIE NOAAEPKMBAIOTCA UHTENMNEKTyanbHbIMN
cpeAcTBaMm MHTErpaLmm nNyylumnx B oTpacnu cpegcts obecnedeHns 6e3onacHOCTH, CUCTEMbI YHUAULMPOBAHHBLIX
KOMMYHMWKaLMA, TEXHOMNOIMIN Co3aaHns 6ecnpoBOAHBIX CETEN U NPUKNAAHbLIX CEPBUCOB.

PucyHok 1. MapuwpyTusatopsl Cisco ISR cepum 2900

O630p nNpoaykTa

Cepus Cisco 2900 aBnseTcs passutMem ny4dllein B CBOEM Knacce cepun Maplupytudatopos Cisco ¢ nHTerpaumen
cepsucoB 2800 un coctouT n3 YeToipex mogenen: Cisco ISR 2901, 2911, 2921 1 2951 (cm. puc. 1).

Bce mapwpytusatopsl Cisco ISR cepun 2900 nogaepxvmBaroT BCTPOEHHLIE CPEACTBA anmnapaTHOro YyCKOpeHus
LWndpoBaHUsi, CroTbl LMdPOBBIX CUrHanbHbIX NpoueccopoB (DSP) ana obpaboTkm ronoca u BUAEO, AOMONMHUTENBHBIN
MEXCETEBOWN 3KpaH, CUCTEMY NPELOTBPALLEHMS BTOPXEHWI, cUCTEMY 00paboTKM BbI30BOB, CPEACTBA FONOCOBOM MOYThI 1
cepBuChl NpunoxeHuin. Kpome toro, nnatdopmMbl NOAAEPKMBAIOT LUMPOYANLLINIA CNEKTP NPOBOAHBLIX U 6eCnpoBOAHbLIX
nHTepdencos, Takmx kak T1/E1, T3/E3, xDSL, megHbIN 1 onTOBOMOKOHHBIN GE.

OcHOBHbIe OM3Hec-npenmMyLLecTBa

MapLupyTtusaTopsl Cisco ¢ MHTerpauuen cepsucos BToporo nokoneHus (ISR G2) obecneunBatoT NpeBOCXOOHYI0
afanTUMBHOCTb U MHTEerpauuto cepeucoB. PaspaboTaHHas ¢ ydyeToM TpeboBaHuWi K MacliTabnupyemMocTu, MoaynbHas
apxuTekTypa 3Tux nnatgopm No3sonseT HapalmBaTh U aAanTMpoBaTh X BO3MOXHOCTW B COOTBETCTBUM C
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pasBuTHEM Ballen opraHm3aumun. busHec-npenmyluectesa mapwpytusatopos Cisco ISR cepun 2900 nepeuncneHsl B

Tabnuue 1.
Ta6bnuua 1. OcHoBHble BusHec-npeumyLLecTBa mappyTtudatopos Cisco ISR cepumn 2900

MpeumyliecTBO OnucaHue

WHTerpauuns cepsucoB ® MapupyTumsatopsl Cisco ISR cepun 2900 obecneymBatoT NOBbILLEHHYIO MHTErpaLuio CEepBMCOB Nepeaayn
ronoca, BUAaeo, AaHHbIX, obecneyeHnst 6esonacHocTn, 6ecnpoBOAHON CBA3N U MOBUIbHBIX CEPBUCOB, NMO3BONSAS
CYLLLECTBEHHO CHU3UTb ONEPALIMOHHBIE N3EPXKKM.

CepBuCbI MO 3anpocy ® B kaxgom ISR G2 ncnonb3yeTcst eanHbIv yHUBepcanbHbIi 06pa3 onepaumoHHomn cuctembl Cisco 10S°®. EonHbin
nporpammMHbIn 06pa3 cogeput ece Habopbl dyHkumiA Cisco |OS, KoTopble aKTUBMPYOTCS NPV NOMOLLM
nporpamMmMHol N1LEeH3nn. 3TO NO3BONSIET BaLLEN OpraHM3aLumy BbICTPO pa3BepTbiBaTb PaCLLUMPEHHbIE (DYHKLMK, HE
3arpyxas HoBbIl 06pa3 |0S. [nst noaaep ki HOBbIX (hYHKLIMOHATbHBIX BO3MOXHOCTEN YBENUYEH OGHLEM NaMSTU B
KOHGUrypaLmm no yMosn4aHuto.

® Mopgynb Cisco Services Ready Engine (SRE) peanuayeT HOBYIO 3KCMyaTaLMOHHYIO MOAErb, NMO3BOSSIOLLYIO
CHU3UTb KanuTanbHble pacxoabl (CapEXx) 1 BbIMOMHUTL pa3BepThiBaHWE BCEX HEOBXOAVMbIX CEPBYCOB MPUMOXEHUI
Ha OHOM WHTErpMpOBaHHOM BbIYMCIUTENILHOM MoZayIe.
Bbicokas ® MapuwpyTtusatopsl Cisco ISR cepum 2900 moryT pasBepTbiBaTbCsl B BbICOKOCKOPOCTHbIX cpegax WAN un
NPOU3BOANTENBHOCTbL obecneuvBatoT COBOKYMHYIO NPOMYCKHY0 CNOCOGHOCTbL OAHOBPEMEHHO paboTatowmx cepBmcoB Ao 75 MéuTt/c.

WHTerpupoBaHHbIX
cepBucoB

MynbTururabutHasi koMmyTauuoHHast cTpyktypa (MGF) obecneuvBaeT BbICOKYHO NPOMYCKHYH CMOCOBHOCTb
MeXMOAYynbHbIX KaHanos 6e3 yilepba Ans NpoM3BOANTENBHOCTY CUCTEMbI MapLUPYTU3aLum.

AnanTMBHOCTL CeTU ® PaspaboTaHHas Ansi yaoBneTBopeHus 6nsHec-noTpebHocTen 3aka3yunkos, MOAynbHas apxuTekTypa
MapLupyTusatopos Cisco ISR cepumn 2900 nogaepXuBaeT WMPOKUIA CNEKTP NPOU3BOAUTENBHOCTU MOAYIbHbBIX
VHTEP(ENCOB 1 CEPBUCOB, KOTOPbIE MOTYT YCTaHaBNMBATLCS MO MEPE U3MeHEHUs NOTPeBGHOCTEN BalLel ceTu.

® MogaynbHble HTepdeiichl o6nafatoT NOBbILLEHHONW NPOMYCKHOW CMOCOBHOCTbLIO, NOAAEPKMBAIOT Pa3nnyHble
BapuaHTbl NOAKMIOYEHMst M obecneymBaloT OTKa30yCTONYMBOCTL CETU.

SHepreTuyeckas ® B apxutekTypy mapLupytusatopoB Cisco ISR cepvmn 2900 3anoxeHbl cnegytowme yHKUMN aHeprocoepexeHms:

3thcpekTMBHOCTE > MapupyTuzatopbi Cisco ISR cepum 2900 06eCneunBatoT MHTENNEKTYarbHOE YNpaBiieHne 3eKTPONUTaHEM
1 NO3BONSIET 3aKa3unKy perynmpoBaTth aHepronoTpebneHne Moaynei B 3aBUCUMOCTM OT BPEMEHU CYTOK.
B panbHeliwem nnaHvpyeTcs peanusoBaTtb noaaepxkky TexHonorun Cisco EnergyWise.

MogaynbHOCTb ¥ MHTErpaumsi CEpBUCOB B pamMKax €ANHON NNatgopMmbl, BLINMOMHSIOLLEA MHOXECTBO (DYHKLNNA,
ONTUMU3NPYET Pacxof, MaTepuarnos Npy U3roToBNeHWUN 1 noTpebneHne aHepruy B NpoLiecce aKkcnyaTaumm.
'mbKkocTb NNaTdopmbl U HeNpepbIBHOE Pas3BUTHE Kak MPOrPaMMHbIX, TaK U annapaTHbIX BO3MOXHOCTEN,
npoaneBaeT XM3HEHHbIV LMK NPOAYKTOB 1 COKpaLLaeT BCe acneKTbl COBOKYMHON CTOMMOCTY BNafaeHus,
BKIIOYas CNONb30BaHNe MaTepuanos 1 aHepronoTpebneHve.

Kaxxpasi nnatdopma cHabxeHa UCTOYHMKaMK NuTaHus ¢ Bbicokum K.

o

o

°

3awura UHBeCTULMMN ® MapuwpyTtusatopsbl Cisco cepun 2900 obecneumBaloT MakCMmanbHY0 3aLUTy MHBECTULMIA, NOAOEPXKMNBAS:

° B0O3MOXHOCTb MOBTOPHOTO UCMOb30BaHUS OBLUMPHOrO CneKkTpa CyLLECTBYIOLLMX MOAYMeN, NoaaepXUBaembIx
MapLupyTusatopamu Cisco ISR npegplayluero nokonexus, obecneumsaet cHuxeHne TCO.

o LLnpokuin Habop nporpammMHbIx pyHkumin Cisco |0S, nepeHeceHHbIx ¢ nnatdopmbl Cisco ISR npeablayLiero
NMOKOMEHNS U BHEOPEHHbIX B €AMHBIV NPOrpaMMHbIi obpas.

o ['nbkocTb, 06ecneunBaloLLyt0 pa3BuUTE BO3MOXHOCTEN NNaTdopmbl No Mepe pocTa NoTpe6GHOCTElN KoMNaHum

ApXxuTekTypa u MOAyNbLHOCTb

MapuwpyTtusatopsl Cisco ISR cepumn 2900 cKOHCTpyMpOBaHbI ANS yAOBNETBOPEHUst TpeOOBaHWIA COBPEMEHHbIX
NpuUnoXeHun Ansa ounuanos, a TMOKOCTb NX apXUTEKTYpPbl No3BonseT obecneunts NoAAEePKKY NPUMOXEHUI, KOTOPble
nosiBATcs B Oyaywiem. MoaynbHas apxutekTypa co3gaHa AN NoAAepXKU pacTyLimx TpeboBaHWIM K NponyCKHOM
cnocobHocTn, TDM-coeauHeHWi 1 NONHOCTBH MHTErPUPOBAHHOMO pacnpeeneHns CUCTEM NMTaHUs MoayNeN,
NOAAEPXKMBAIOLLMX MEKTPONUTAHNE BHELLHWNX YCTPOWCTB no ctaHaapTam 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuue 2 nepeyncneHsl NpemmyLLecTsa 1 BOSMOXHOCTN apXUTEKTYPbl MapLUpyTM3aTopoB
Cisco ISR cepun 2900.

Ta6nuua 2. DyHKUMOHamNbHbIE BO3MOXHOCTU U NPENMyLLIECTBa apXMTEKTYpbI
®DyHKUNOHamNbHbIe MpeunmyiecTsa
BO3MOXHOCTU
apXUTEKTYpbI
MopaynbHas nnatdopma ® MapuwpyTtusatopsbl Cisco ISR cepum 2900 siBnatoTcs NNatOpMON C BbICOKOW CTENEHbI0 MOAYINBHOCTH,

B KOTOPOW NpeayCMOTPEHO MHOXECTBO CIOTOB A YCTaHOBKN NHTepPdEeRCHbIX Moaynewn n cpeacTea
pasBepTbiBaHMA CEPBUCOB, YO0BMNETBOPAOLNE PA3NUYHbIM Tpe6osavaM K ceTam dunmanos.

® MapLupyTmsaTopsl ISR xapakTepunayloTcsi cambIM LUMPOKMM B OTPacin CNeKTpoM HTepdencHbIX Moaynen ans
NOAKIMIOYEHNS K NoKanbHbIM M rnobanbHbIM CeTSIM, YTO NO3BOSSIET BbIMOMHATL ONepaTUBHYI0 MOAEPHU3ALMIO
nnaTtgopmbl Ansi UCTMONb30BaHMUsI NEPCMNEKTUBHbBIX TEXHOMNOMMI 6e3 3aMeHbl Bceit nnatdopmbl.

Mpoueccopbl ® MapuwpyTtusatopsbl Cisco ISR cepum 2900 ocHalleHbl BbICOKONPOU3BOANTENbHLIMWA MHOTOSiA€PHBIMU
npoweccopamMu, NO3BONSAOLWMMU BbINOMHUTL pacTyLume TpeboBaHus K ceTsaiM hunmanos, BKNoYasi BbICOKYIO
nponyckHyto cnocobHocTb nogkntoyeHnst kK WAN 1 BO3MOXHOCTb OJHOBPEMEHHOWN paboTbl MHOXECTBA CEPBUCOB.
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DyYHKUMOHaNbHbIe Mpenmywectea

BO3MOXHOCTHU

APXUTEKTYPbI

BcTpoeHHble cpeacTBa ® BcTpoeHHble CpeacTBa annapaTHOroO YCKOPEeHWs LMdpoBaHus Gblnn yCOBEPLIEHCTBOBAHbI s NOBbLILLEHNS!
annapaTHOro yckopeHusi MacLTabupyemoctu. B coyetaHum ¢ gononHutensHoi nuueHsneit Cisco |0S Security oHn nossonstot
wucpoBaHua ans obecneunTb Ge3onacHOCTb NOAKMIOYEHUs K rnmobanbHoi ceTh n passepHyTb cepauchl VPN (yckopeHue
IPSec/SSL VPN wmndpoBaHna peanuaosaHo kak ans IPSec, Tak n SSL).

BcTpoeHHoe 060pyaoBaHue WUdpoBaHus 3aMeHsieT U NPEBOCXOAMT MO MPOU3BOANTENBHOCTU Mogynu AIM
NpeablAyLLEero NOKOMEHMs!.

MynbTururabutHas ® B mapupyTtusatopax Cisco ISR cepun 2900 BnepBble peanu3oBaHa MHHOBALMOHHAs MynbTUrMrabuTHas
KOMMYyTaLMOHHas KoMMyTaumoHHas cTpyktypa (MGF), o6ecneunBatoLas acheKTUBHbIA 06MEH AaHHBIMU MeXOY MOAYNSMU U
cTpyktypa (MGF) HenocpeacTBEHHOE B3aMMOAECTBME CEPBUCOB MeXAY MOAYNSIMU NPU OAHOBPEMEHHOM CHWXEHUW Harpy3ku Ha

NpoLeccop MapLupyTu3aTopa.

CTpyKTypa KOMMyTauum CepByCbl CUCTEMbI YHUMDULMPOBAHHbLIX KOMMYHUKaLMIA B hunuane mMoryT BbiTb CyLLECTBEHHO pacLUVpPeHb! Npu
TDM-kaHanoB MCMONb30BaHNN B apXUTEKTYpe CUCTEMbI CTPYKTYPbl KOMMyTauun TDM-kaHanos, 4TO NO3BONSET YBENNYUTb
eMKocTb kaHanos DS-0.

BcTpoeHHbIe nopThbl
Gigabit Ethernet

Bce BcTpoeHHble nopTel WAN sBnsitoTca MapLupytuavpyembiMm noptamu 10/100/1000 Gigabit Ethernet WAN.

OpuH u3 Tpex nopTtos 10/100/1000 Ethernet WAN B Moaensx Cisco 2921 1 2951 o6opynosaH noptom SFP BMecTo
nopta RJ-45 ans nogkntoyenust k nuHum BOJIC.

MHHOBaUMOHHbIE cpeacTBa MHHOBaUMOHHBI koHCOMbHBIM USB-nopT o6ecneunBaeT BO3MOXHOCTb NMOAKIIOYEHWS NS yNpaBneHus
KOHCONbHOro AocTyna no C YCTPOMCTB, B KOHCTPYKLMU KOTOPbIX HET NOCNeA0BaTEelbHbIX NOPTOB, HAMPUMEP, COBPEMEHHBLIX HOYTOYKOB.

uss Takxke JOCTYMNHbl 06bIYHbIN KOHCOMbHBIA NOPT 1 NopT AUX.

[ononHutenbHbIN B03MOXHOCTb MOAEPHM3aLMM BHYTPEHHErO CTOYHUKA MUTaHWSt M 06ecneveHns ITaHns JONONHUTENbHbIX
WHTErpupoBaHHbIN BCTPOEHHbIX MOZyIel KOMMyTaLuu (B COOTBETCTBUM co co cTaHaapTom 802.3af POE n ctaHaapTHeIMM
WCTOYHMK NUTaHUA cneumnduKaumsaMmn BHyTpeHHero nuTtanms Cisco).

JnexkTponuTaHus no B 6yaywem ansa mogenew Cisco 2911, 2921 n 2951 6yaeT goctyneH AononHuTenbHbin BIMT nocTosiHHOro Toka,

cTaHpapty PoE, a takxke YTO pacLUMPUT BO3MOXHOCTU pa3BepTbiBaHWS B LIEHTParibHbIX orcax v NPOMBILLIIEHHbIX CPeAaXx.
YHUBepcanbHbIi 6110k

NUTaHUA NOCTOAAHHOrO TOKa

[ononHutenbHbIN [nsa mapwpyTtusatopos Cisco 2911, 2921 1 2951 npeaycMoTpeHa BO3MOXHOCTb Pe3epPBUPOBaHUS CUCTEMbI
BHELLHWUW pe3epBHbIA 6ok NUTaHUS C MOMOLLIbIO BHELLHero ycTpoictea RPS, 4To no3sonseT cokpaTuTb Bpemsi MPOCTOst CETU U 3aLLUTUTb
nuTaHusa (RPS) ceTb OT c60eB, BbI3BaHHbIX MepebosMU B 3NEKTPONUTaHNN.

PesepsupoBaHue nutaHusi mapLupyTtudaTtopoB Cisco cepum 2900 peanusyeTcs Npy NOMOLLY CUCTEMbI
pesepsupoBaHus nutaHus Cisco RPS 2300. Pewwenne Cisco RPS 2300 MoXHO MCNonb30oBaTh AN pe3epBMpoOBaHus
NUTaHWS Kak MapLupyTuaaTopos Cisco ISR cepum 2900, Tak 1 kommyTaTopos Cisco Catalyst®.

[Ons ncnonb3oBaHusi Cisco RPS 2300 Heobxoaum BHewHui agantep RPS (qononHuTenbHbI anemMeHT
KOHUMrypaumu) Anst NoakmioyeHns nnaTdopMel K BHeLHeMy ycTpoinctey RPS.

Ycunenue PoE Mpwn nogxntoyeHum k BHewwHeMy ycTporctey RPS mapupyTtusdatopsl Cisco 2911, 2921 n 2951 moryT BMecTo
pexunmMa pesepBMpoBaHNs MYHKLMOHNPOBATL B pexumMe ycunenns PoE. MNMpyn 3ToOM MOLLHOCTb MUTaHUS NnaTtdopMbl

yABauBaeTcd, YTO no3sonsaeT obecneunTb 3HeprocHabxeHWe JoNoNHUTENBHBIX NopToB POE.

Mogenu Cisco 2911 n 2951 paspaboTaHbl anst cpea NEBS.

ny6uHa mogenu 2911 coctaBnsieT 12 AtoMOB. ViMeeTcst BO3MOXHOCTb CHabauTb YCTPOMCTBO BEHTUMSILIMOHHBIM
hUnbTPOM, YTO MO3BONSIET Pa3BEPTLIBATL €70 B pasnnYHbIX cpedax. Coopka ¢ hpoHTarnbHbIM 3a6opom Bo3ayxa v
BbIGPOCOM Yepe3 ThiNbHYH YacTb JOCTYNHA Takke W Anst 23-4t0MOBbIX CTOEK.

F'mbKocTb pa3BepTbiBaHUA

Bo3moxxHocTU U npenmyuiectea MoaynbHOCTU

MogaynbHasa apxuTtekTypa mapLpyTtusatopoB Cisco cepum 2900 (cm. Tabnumuy 3) obecnevmBaeT HageXHY0 3aLUNTy
MHBECTULNIA 3aKa34nkoB. BonbWNMHCTBO Moayner, co3faHHbIX Anst mapwpyTtusaTtopoB Cisco npeabiayLmx
NoKoreHuni, Taknx kak cepus 2800, nogaepxueatotcst mapupytusatopamu Cisco cepumn 2900. Kpome Toro, atu
MOZYnM MOTyT UCMOMNb30BaTbCsA B APYrnx mapLupytusaTtopax Cisco, 4to obecneurBaeT MakcuMarnbHyo 3aLuTy
nHBecTMUMA. K npenmyLiectsam TUNOBbLIX MHTEPMENCHBIX KapT MO BCEN CETU OTHOCATCH 3HaYUTENbHOE CHIDKEHME
CMNOXHOCTU yNpaBreHns pecypcamu, YNnpoLLeHne 3anycka KpynHbIX ceTen 1 yHudukaumm KoHdurypaumn dounvanos
pasHbIX pa3MepoB.

MonHeIN cnvcok moaynen, nogaepxuBaemelx mapLipytuzatopamu Cisco cepun 2900, Bkntoyast mogynu SFP,
npvBeaeH Ha web-cTpaHuue http://www.cisco.com/go/2900.
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Ta6bnuua 3.

MO,ElyJ'IbHOCTb — q)yHKLI,VIOHaJ'IbeIe BO3MOXHOCTU N nNpenmyLiecTea

Moaynu ISR

MpeunmyuectBa

CepBucHble moaynu Cisco

® Kaxablvi CNoT Ans CepBUCHbIX Moayner obrnagaeT BbICOKOW NPOMNYCKHOW CNocoBHOCTLIO nepeaaymn
[aHHbIX

o CymmapHo 8o 4 '6ut/c B HanpaBneHuy npoLeccopa MapLupyTu3aTopa
o CymmapHo go 2 ['6ut/c B HanpasneHuy gpyrux mogynen B pamkax MGF

® CnoTbl cepBUCHbIX Moaynei (SM) BecbMa aganTuBHbI U NOAAEPXKMBAIOT CABOEHHbIE Moaynu (SM-D),
KOTOpbIE SIBMSATCS CEPBUCHBIMM MOAYNSMU, paccynTaHHbIMK Ha ABa crnota. Mogynu SM-D
obecneunBatot Mmogensim Cisco 2921 n 2951 rnbkocTb B MCNoOnNb3oBaHUM Mogynen 6onbluei
Npou3BOANTENBHOCTU.

® CroTbl CEPBUCHBLIX MOAYNEN NPULLN HA 3aMeHy crioTam A1 CeTeBbIX Moayrel 1 crnoTam Moaynen
paclumpeHuns Ans ronocoBoii 1 dakcumunbHol ceasu (EVM). 3T cnoTbl npucyTcTByIOT B
MapLupyTusatopax Cisco ISR 2911, 2921 n 2951.

® ApnanTep Ans ycTaHOBKM Mogynen obecneumsBaeT obpaTHy0 COBMECTUMOCTb C CYLLECTBYIOWMMM
ceTeBbIMW MOAYNSIMU, pacluMpeHHbIMU ceTeBbIMU Moaynsmu (NME) n EVM.

® Cnotbl CEepBUCHbIX Moﬂ,yﬂel?l noaaepXxmearT BABoe GOJ'IbLLIy}O MOLLHOCTb NMTaHnsa B CpaBHEHUN CO
CrnoTamMmu ceTeBbIX MO,ElyJ'IeVI, Nno3BOJIAA yCTaHaBnBaTb 6onee COBpEMEHHble moaynu C 6onee
BbICOKOM npou3BOANTESIbHOCTbHO.

® [uTaHVeM CroTOB CEPBUCHbLIX MOAYNEN MOXHO YNpaBMAaTk NPY MOMOLLW PACLUMPEHWIA, CXOAHbIX C
Cisco EnergyWise, 4To N0o3BONSeT opraHM3auusiM CoKpaTUTb U3AEPXKKM Ha anekTponoTpebneHne
ceTeBON MHMpPacTPyKTypbl. [MonHoueHHas nogaepxka EnergyWise 6ynet goctynHa B 6yayLumx
0BHOBMNEHUAX NPOrpamMMHOro obecneyeHus.

WUHTepdelicHan kapTa Cisco
Enhanced High Speed WAN (EHWIC)

® Cnot anst EHWIC ncnonb3yeTcs BMeCTo crnoTa BbICOKOCKOPOCTHOMN MHTepdeiicHoi kapTbl HWIC n
MOXeT noaaepxusatb ucxogHbii pexxum HWIC, nHtepdeiicHble kaptel WAN (WIC), nHTepdeincHble
kapTbl Ans nepefaym ronoca (VIC) n kombuHnpoBaHHble MHTepdelcHble kapTbl (VWIC).

® YeTbipe MHTErpnpoBaHHbix cnota EHWIC B mappyTtusatopax mogensix Cisco 2901, 2911, 2921 n
2951 obecneunBaioT 60MbLLYI0 TMOKOCTb POPMMPOBAHNSA KOHUIYpaLMn.

® Kaxabli crot anst HWIC obnagaeT BbICOKON NPOMYCKHOM CNOCOGHOCTLIO Nepeayn AaHHbIX:
o CymmapHo go 1,6 M6ut/c B HanpasneHuy npoLeccopa MapLupyTrM3aTopa
o CymmapHo o 2 6uT/c B HanpasneHun Apyrux moaynei B pamkax MGF

® [Ipu “cnonb3oBaHWM CABOEHHbIX MOAYNeEN 3aHuMatoTcst ABa cnota ans EHWIC.
[lonyckaeTcs 04HOBPEMEHHOE MCMOoNb30BaHUe A0 ABYX CABOEHHbIX Mogynen HWIC (HWIC-D).

BHyTpeHHUI cepBUCHbIM MOAYNb
Cisco (ISM)

® OguH cnot Ans ISM obecnevnBaeT BO3MOXHOCTb YCTAaHOBKM UHTENMEKTYanbHbIX MOAynewn
BO BHYTPEHHWIA CMOT LUaccu.

® Kaxabivi cnot ISM obnagaeT BbICOKOIW NPOMYCKHOM CNOCOBHOCTLIO Nepeaayn AaHHbIX:

o CymmapHo 8o 4 'but/c B HanpasneHuy npoLeccopa MapLupyTu3aTopa

o CymmapHo fo 2 6uT/c B HanpasneHuv Apyrux moaynei B pamkax MGF

ISM 3ameHsieT cnoT AlM, cyuecTytowme moaynu AIM cnotom ISM He nopaepxvBatoTcs.

MuTtanne Ha cnotax ISM ynpasnsieTcs pacumpernamm, cxogHbimu ¢ Cisco EnergyWise, uto
No3BOMSET OpraHN3aLnaM CoKpaTUTb U3AEPXKN Ha anekTponoTpebneHne ceTeBon MHPACTPYKTYpPbI.
MonHouexHas noanepxka EnergyWise 6yaet goctynHa B 6yayLmx 06HOBMNEHNSIX NPOrPamMMHOro
obecneveHus.

CnoTbl ana moayns uudpoBoro
curHanbHoro npoueccopa (DSP)
Cisco ansA o6paboTku ronocoBbIX
NaKkeToB BbICOKOW NIIOTHOCTU
(PVDM3) Ha maTepuHCKOI nnaTe

® Cnotbl Ana mogynen PVDM3 nogaepxusatoT mogynu PVDM3, obecneunBasi NOBbILLEHHYIO
NNOTHOCTb Nepeaayv ayavo- 1 BuaeoTpaduka.

® Kaxabivi cnot ana PVDM3 coeauHeH C CUCTEMHON apXUTEKTYPOW 2-TurabuTHbIM CoeauHEHNEM,
peanuaoBaHHbIM B pamkax MGF.

® 3awwmTa nHeectuumin B mogynu PVDM2 ocylyectensieTcst npy noMoLLmM aganTtepa Anst yCTaHOBKU
mopynen.

MuTaHne Ha cnotax ans PVDM ynpasnsietcst paclumpennsmm, cxogHbimu ¢ Cisco EnergyWise, yto
No3BONSieT OpraHN3aLmMsaM COKPaTUTb M3OEPXKKN Ha aneKTponoTpebneHne ceTeBon MHAPACTPYKTYPbI.
MonHoueHHas nogaepxka EnergyWise 6ynet goctynHa B 6yayLumx 06HOBEHWSIX NPOrpPaMMHOro
obecrnieveHus.

Cnotbl Compact Flash

® B KOHCTPYKLMM MapLLPYTMU3aTOPOB C MHTerpaumert cepaurcos Cisco cepumn 2900 npegycMoTpeHb! ABa
BHeLUHUX criota Compact Flash. Kaxapiii crnoTt nogaepkmBaeT BbICOKOCKOPOCTHBIE HOCUTEN EMKOCTbIO 10
4 T'GaiT.

MopTtbl USB 2.0

® [lopaepxvBaeTcs iBa BbICOKOCKOPOCTHbIX nopta USB 2.0. MopTbl USB o6ecneyrBaioT BO3MOXHOCTb
MCMoNb30BaHNSA anbTepHaTUBHBIX TOKEHOB 6€30MacHOCTU 1 YCTPONCTB XpaHEHNS AaHHbIX.

MporpammHoe o6ecneyeHue Cisco 10S

MHHOBaLMOHHbIE BO3MOXHOCTM MapLUpyTU3aTopoB ¢ uHTerpaumen cepemcos Cisco cepumn 2900 ocHOBaHbI Ha
nyylen B oTpacnu cneumannsmpoBaHHomn onepauuoHHon cucteme Cisco |0S. PaspaboTaHHble Ans WMpOKoro
pa3BepTbiBaHMS B CaMblX OTBETCTBEHHbBIX CErMEHTax KOPNopaTUBHLIX CETEN, CETen 0OLEero nonb3oBaHUsA 1 ceTen
onepaTtopoB CBA3W, MapLupyTtusatopbl ISR G2 pabotatoTt nog ynpaenervem MO Cisco 10S Bepcuint 15M n 15T.

B HacToswee Bpems aoctynHa Bepcust 15.0(1)M, obecnedrBatoLLas noaaepXKy LUMPOKOro CrekTpa TEXHOMOri
Cisco, B TOM yucrie HOBbIX (DYHKLIMIA 1 CBOMCTB, NOSIBUBLLMXCSA B Bepcusix 12.4 n 12.4T. MNosBuBLUMECS B BepCcum
15.0(1)M nHHOBaLMM OXBaTLIBAOT MHOXECTBO TEXHONOMMYECKNX 06nacTen Takmx, kak MHpopmaLlmoHHas
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6e3onacHocTb, ronocoBas cBsi3b, obecneyeHne BbICOKOM AOCTYNHOCTH, IP- MapLupyTM3aumsi, rpynnoBas agpecauusi,
obecneyeHune kadecTBa obcnyxmaHus (QoS), mobuneHocTb IP-agpecos, nogaepxka TexHonornii MPLS, VPN n
BCTPOEHHbIE CPeACTBa YNpaBneHUs.

NuuensunposaHue n komnoHoBka MO Cisco 10S

EouHbIn nporpammHbii o6pas Cisco I0S coaepxut Bce dhyHKUMM 10S, peanv3oBaHHble HA AaHHbIX NnaTgopMax.
Ons pacwmperns yHKLMOHANBHOCTM MapLLpyT13aTopa A0CTaTO4HO akTMBMPOBaTb MPOrpaMMHYH0 NINLLEH3NIO NS
yHMBepcanbHoro obpasa. B npegpigyLiem nokoneHnn MapLupyTM3aTopoB A40CTyNa usMeHeHne Habopa dyHKuuia
TpeboBano 3arpy3ku HOBOro nporpammMmHoro obpasa. TexHonormyeckme KOMNOHOBKM MU PYHKLIMOHAMbHbBIE NTULEH3UM,
noaaepXumBaeMble MHPPACTPYKTYPOIN NULEH3NPOBAHNS UCMONb30BaHWSA NporpamMmmHoro obecneyvenus Cisco,
ynpowatoT goctasky MO u cHuxaloT onepaunoHHble pacxobl Ha pa3BepTbiBaHNE HOBbIX OYHKLWNA.

Ons mapwpyTtusaTtopoB Cisco ISR cepun 2900 JoCTYNHbI YEThIPE OCHOBHbIE TEXHOMOMMYECKNE NIULLEH3NN.
Mpouenypa akTuBaLmun nporpamMmmHbIx nuueH3ni Cisco onucaHa Ha web-cTtpaHuue http://www.cisco.com/go/sa.
K ynomMsHyTbIM BbILLE YETbIPEM MULIEH3UAM OTHOCATCS:

e |P Base (6a3oBble MexaHN3Mbl (PYHKUNOHMPOBaHUS IP-ceTn): JaHHbIN TEXHOMOrMYECKUA NakeT
yCTaHaBNMBAETCH MO YMOMYaHUIO.

o Data (nepepaya faHHbIX)
¢ Unified Communications (cnctema yHMULMpoBaHHbLIX KOMMYHUKaLIA)

e CpegactBa obecneyeHns nHdopmaumoHHon 6esonacHoctn (SEC) nnn cpeacrea obecneveHus
MHdopMaLmoHHomn 6esonacHocTn 6e3 wudpoBaHusa nepegaBaemMbix AaHHbIX (SEC-NPE)

[nst nony4eHns AONONMHUTENBHON Mn NogpobHON MHopMauum o nMueHanpoBaHum 1 komnnektaumm MO Cisco |I0S ans
mapupyTtusatopos Cisco ISR cepumn 2900 nocetute web-cant http://www.cisco.com/go/2900I

OcCHOBHbIe cepBUCbI ANnA ounuanos

MapwpyTtusatopsl Cisco ISR siBnsitoTca nyywimmm B oTpacny mapLipytusatopamm, obecnevmBaroLwmmm
HecnpeuefeHTHbI YpOBEHb MHTErpauun cepemcoB. PaspaboTaHHble Ans yA0BNeTBOPeHUs notpebHocTen
dunmanos, AaHHble NnaTopMbl MO3BOMSIOT CO34aTh NOMHOLEHHOE peLLeHne, NoAAEPXKMBaOLLEEe CEPBUCHI
roflocoBOW CBSA3W, Nepeaayn Bmaeo, 6e3onacHOCT, MOBUMBLHOCTU U CEPBMCOB MPUNoxeHuin. OpraHnsaumm moryT
pa3sBepHyTb OAHO YCTPONCTBO ANS PELUEHUS BCEX KOMMYHVKALMOHHbIX 3a4a4 Y COKOHOMUTL Kak Ha KanuTarnbHbIX,
TaK 1 Ha onepauMoHHbIX pacxogax.

CepBucbl cucTeMbl YHU(PULMPOBaHHbIX KOMMYHUKaLUIA, COBMECTHOW paboThbl U Wio3a
roriocoBou CBA3U

MapLupyTusatopsl ¢ nHTerpauumei cepamcoB Cisco cepumn 2900 npeacTaBnstoT cobol OCHOBY Ans CO34aHNs CUCTEMBI
COBMECTHOM paboThl B Manom unv cpegHem counuvarne, BbINOMHSS Porib KPUTUYECKN BaXKHOTO KOMMOHEHTA apXMUTEKTYpbI
Cisco ans nepegayv Buaeo (MeguaceTb) 1 KOpnopaTUBHON CUCTEMbI YHUMDULMPOBAHHBIX KOMMYHUKALMA. BCTpoeHHble
CepBUCbI Nepeaayn ronoca 1 LWNPOKUIA CNEKTP nHTepdencoB TenegoHun mapupyTtmnsatopon Cisco ISR cepum 2900
obecneurBaloT MakcMarnbHy rMOKOCTb NPU pa3BepTbIBaHUM B pacrnpeaeneHHbix cpeaax. PyHKUMOHMPOBaHMe
CMCTEMbI YHUMLMPOBaHHBLIX KOMMYHMKaLMIA obecneunBaeTcst 3a CHET NoAAEPKKM MHAPaCTPYKTypbl 06paboTkn
MynbTUMEeAMa U CpeCTB CUrHanNM3aLuum, BKIMHYarLLMX MHOXECTBO NPOTOKONOB, CPEACTBa Nepefayn MynstuMeana,
CpeAcTBa 3almThbl CUrHanM3aumm 1 nepefasaemMblX aHHbIX, CPEACTBA TPaHCKOAMPOBaHWS, KOHEPEHL-CBA3N U
obecneyeHus kadecTa obcnyxusaHus (QoS). Kpome Toro, mapLupytuaaTopsl Cisco ¢ MHTerpaumen cepsncos
noaaepXvBarT MHOXECTBO MHTEPENCOB LUMIO30B rONIOCOBON CBA3W, a TaKKe LUMPOKUIA CNEKTP NPOTOKOIOB
CUrHanuaauum n manyecKkmx ceTeBblX MHTEPEENCOB.

MapuwpyTtusatopsl Cisco cepun 2900 nogaepxuBatoT NpakTUYecky Bce CyLLECTBYOLINE U pa3BMBatOLLNECs CepBUCHI
nepegayv BUAeo, a Takke cpeactesa MaclutabvpoBaHua Ang nogaepxku coselanummn Cisco TeIePresence®,
obecneyeHnss MHOPMaLUMOHHOW GesonacHocTu 1 ynpaeneHus ceaHcamu. Pewenne Cisco Unified Border Element
pacwmpsieT BO3MOXHOCTM CBs3n TelePresence ansa npoBeAeHUs COBELL@HNi € y4acTMeM COTPYAHUKOB PasnnyHbIX
opraHmsauuin. B mapuwpyTtusaTtopax Cisco cepumn 2900 peanunsoBaHa nogaepkka HOBOro Moayns LmMdpoBoro
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curHansHoro npoueccopa (DSP) Cisco ans o6paboTky ronocoBbiX NakeToB BbICOKOW nroTHocTh (PVDM3), koTopbin
ObIn cneumanbHO co3aaH AN nogaepXku ronocoBon n Buaeocsssn. Hoesle mogynu PVDM3 noaaepxumeatoT Bce
OyHKLMM LINt03a roflocoBOK CBA3M, NpucyTcTBoBaBlMe B PVDM npeabiayLmx NokoneHun, n obnagatot
MOBBbILLIEHHOW NIIOTHOCTbLIO U BbIMUCTIUTENBHOW MOLLHOCTBIO A1 YA0BNETBOPEHUS TpeboBaHWI NOSBSOLLNXCS
MyNbTUMEANHBIX NPUNOXEHWUA. B 3aBMcMMOCTM OT nnatdopMbl MapLupyTusatopsl Cisco cepumn 2900
nogaepXmeatoT 2 unu 3 BCTPOEHHbIX cnota ans moaynen PVDM3.

MpunoxeHue Cisco Unified Communications Manager Express u cpeactea o6ecneyeHus
oTkasoycrtonumBoctu Cisco SRST

MapLupyTnsaTopsl C nHTerpaumer cepsmcos Cisco NpeAoCcTaBnsioT AONONMHUTENbHbIE CEPBUCHI CUCTEMBI
YHUULUMPOBAHHBIX KOMMYHWKaLUA, peanv3oBaHHble B onepauuoHHoi cucteme Cisco 10S, uto no3sonseT
YMEeHbLUNTL Konu4yecTso NT-o060pyaoBaHus U CHU3UTL COBOKYMHYHO CTOMMOCTbL BnageHus dpunuanom (TCO).
Mpunoxenune Cisco Unified Communications Manager Express (CME) npegoctaensieT lWpoknin Habop pyHKLmMn
odmcHou IP-ATC, nHTerpnpoBaHHbIX B MapLUpyTU3aTop AN Manbix u cpegHux dunuanos. Cpeacrea obecneveHus
oTkasoycTtonunsocTn Cisco Survivable Remote Site Telephony (SRST) Takke BctpoeHbl B 10 Cisco 10S u
ABNATCA AOMONHNTENBHBIM KOMMNOHEHTOM Ansa MapupyTusatopos Cisco cepum 2900, KOoTopbI no3sonseT
obecneunTb BecnpepbliBHOE NpefocTaBreHne CoTpyaHUKam cunuana cepBncoB 1 yHKUMA TenedoHnn gaxe B Tex
cny4asx, korga ceasb ¢ ueHtpansHon ATC Cisco Unified Communications Manager HapyweHa. WHTerpupoBaHHoe
pelleHne Ana peanusaumm CUCTEMbI FONOCOBOM NOYTLI, (PYHKLMIA aBTOMaTUYECKOro CekpeTaps U CUCTEMBI
VMHTEPAKTMBHOIO roflocoBoro MeHio Ha 6ase Cisco Unity® Express B pamkax mapLupyTtusatopos Cisco cepun 2900
no3BonsieT NPeAoCTaBUTb NOMHbIA CNEKTP CEPBUCOB CUCTEMbI YHUPULIMPOBaHHBIX KOMMYHUKaLMI B paMKax
dunuana, o4HOBPEMEHHO NOAAEPXKMBAS NyYLLYIO B OTpacin cucteMy 6e30nacHOCTM B pamkax eanHon nnaThopMmbl.

CepBuchl npunoxeHun VoiceXML

Tarke mapLupyTusatopbl Cisco cepum 2900 nogaepxusatoT cepBuckl Ha 6ase VoiceXML. VoiceXML aBnseTcs A3bIkoM
pas3MeTKU C OTKPbITbIM CTaHAAPTOM, UCTIONb3YIOLLMMCS ANns co3aaHunst web-6pay3epoB € ronocoBbiM ynpaBneHnem 1
npunoxexun IVR. Tak xe, kak HTML nossonseT Bam nony4atb AaHHble ¢ nomMoLubio MK, Tak n VoiceXML nossonset
nony4aTtb JaHHble NPY MOMOLLM FONIOCOBOTO yrpaBreHns unmn ToHanbHoro Habopa (DTMF). MapwpyTusatopsl Cisco
cepun 2900 nopaepkmMBatoT 60nbLIOE YMCIIO OAHOBPEMEHHO paboTatoLLMX CEPBUCOB LLISH03a rofyIoCOBON CBA3M,
coBMeLleHHbIX ¢ ceparncamm VoiceXML: go 200 ceaHcos Ha Cisco 2951.

Pewenune Cisco Unified Border Element

MopoepxmBaemble mappytusatopamm Cisco cepum 2900 BoamoxxHocTu pelueHus Cisco Unified Border Element
HanpasrieHbl Ha yaoBrneTBopeHne hopMUPYIOLLMXCA TPebOoBaHWIM K y3ry NOAKITHYEHNS KOPNIOPATUBHOW CETU K CETU
onepaTopa CBsi3v Npu pa3BepTbiBaHNN CEPBUCOB YHUULIMPOBAHHbBIX KOMMYHUKaLMA B comunuanax. Pewwenne Cisco
Unified Border Element npegoctaBnsieT MHTennekTyanbHble yHKLMN NOrPaHNYHOro afieMeHTa, Takne Kak mandeckme
1 NOrMYeckue pasrpaHnymUTENbHbIE TOYKM U BbIXOAA, YNPaBIEHNE CUrHaNu3aumen u nepefaBaeMbIiMy AaHHbIMKY, a
Takke cpefcrtea obecneyeHms 6esonacHocTu 1 ynpaenenusi. Mappytuaatopbl Cisco cepum 2900 nogaepxusaioTt
BTpoe GorbLuUee KoNMYeCcTBO CeaHCoB, YeM MOrnuM nogaepxmeaTte MmapLupytmadatopbl Cisco cepum 2800.

MHTerpupoBaHHas 3awuTa ceTu Nnpu nepeaave AaHHbIX, BUgeo, rorioca n oéecneyeHnm
MOOMNBLHOCTHN

CpepnctBa 6e3onacHOCTU HEOOX0AUMbI ANS 3aLLMThl MHTENNEKTYyanbHoW CO6GCTBEHHOCTM KOMNaHuu 1 obecneyeHust
HenpepbIBHOCTY OM3Heca. OHM Takke NO3BONAKT paclmMputb paboyee NPOCTPaHCTBO KOMMAHUU U BKITIOYUTL B
pabo4mni NpoLecc Tex COTPYAHMKOB, KOTOPbIM TpebyeTcs AOCTYN K KOpnopaTMBHBIM pecypcaM B noboe Bpems 1 ns
nobor Toukn mupa. MappytusaTtopbl ¢ MHTerpauuei cepsuco Cisco cepun 2900 pyHKLMOHMPYOT B COOTBETCTBUM
¢ koHuenumen Cisco SAFE, no3sonstoLlen opraHMsaunsivm CBoeBpeMeHHO naeHTudmumposaTb U 3 ekTUBHO
npeaoTBpallath ceTeBble Yrpo3bl 6€30MacHOCTH, a Takke aganTnpoBaTtbes kK HUM. MapupyTtusatopsl Cisco cepumn
2900 nossonsT peannsosaTh 3aluuLeHHOe BusHec-B3anmoaencTene n obecnedmsatoT 6esonacHyto nnatgopmy
ONsi COBMECTHOW paboThl.
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JInueHsuns Ha komnnekT cpefcTs obecneyeHns nHpopmaumoHHon 6esonacHocTh Cisco I0S ana mapLpyTnsaTopos
Cisco cepun 2900 no3BonsdeT NCMONb30BaTh LUMPOKMIA CNekTp 6a30Bbix yHKLMIA HMOPMaLMOHHON 6e3onacHocTy,
TaKNX KaK pacLUMpPEHHbI KOHTPOIb 1 ynpaBneHne paboTon NpUIoXeHWN, 3aLlmTa oT Yrpo3 U apXUTEeKTYpbl
LUNdPOBaHUS, KOTOPbIE NO3BONAT OPMUPOBaTL MacliTabupyemele n ynpaensemble cetn VPN B pamkax ogHoro
pelweHns. MapwpyTtusaTopsbl Cisco cepum 2900 nogaepxunBatoT BCTPOEHHbIE CPEACTBA annapaTHOro YCKOpeHust
LUNdPOBAHUS, YTO NO3BOMAET NOBLICUTL NPOMYCKHYI0 CNOCOBHOCTL IPSec npy 04HOBPEMEHHOM CHUXEHWM 3arpy3ku
npoueccopa MapLupyTM3aTopa no CPaBHEHWIO C PeLLEeHNAMU, NCMNOMb3YIOLLMMM TOSbKO NPOrpaMMHble cpeacTea
wundpposaHus. MapLupyTtunsatopsl Cisco N03BoNSA0T CO34aTh KOMMMEKCHOE 1 rbkoe pelueHvne anga obecneveHms
6esonacHocTn unManos, BKoYaloLLee cnegyowme yHkUmnm:

e 3awumuieHHble KaHanbl CBA3U. 3allMLLeHHble CpeaCcTBa COBMECTHOM paboTkl ¢ ncnons3osaHmem GETVPN,
DMVPN wnun Enhanced Easy VPN.

e WHTerpupoBaHHble cpeacTBa ynpaBneHUs yrpo3amu. OTpaxeHne KOMMMEKCHbIX CETEBbLIX aTak U yrpo3
npv nomoLum MexceTteBoro akpaHa Cisco 10S Firewall, 3oHMpoBaHHOro mexceTteBoro akpaHa Cisco 10S Zone-
Based Firewall, I0S IPS, cpeacts dunbTtpaummn cogepxumoro 10S Content Filtering n cpeacts rubkoro
aHanu3a naketos (FPM).

¢ YnpaBneHue naeHTudukaumen. VIHTennekTyanbHbie MEXaHU3MbI 3aLLUTbI OKOHEYHOro 060pyAoBaHUS C
MCNoNb30BaHNEM TEXHOMOINI ayTeHTudmkaumm, asTopusaumm n ydyeta (AAA), a Takke MHPpPaCTPYKTyphI
wuncppoBaHus ¢ OTKpbITbIM KitodoMm (PKI).

Bonee nogpobHas nHgopmaums o pyHkUMAX 6e30nacHOCTU 1 peLLEHUsX, NOAAEPKMBAEMbIX MapLUpyTU3aTopamMm
Cisco ISR cepuun 2900, npeactaeneHa Ha web-cTpaHuue http://www.cisco.com/go/routersecurity.

CepBuchl opraHmsaumm 6ecnpoBOgHON CeTU U CePBUCHI MOOUITBHOCTH

OpraHusauusa 6ecnpoBOgHON CeTH

MopaepxuBas apxuTekTypy yHudmumpoBaHHol 6ecnpoBogHoi cetu Cisco, mappyTtusatopsl Cisco ISR
obecneymBaloT BO3MOXHOCTb pa3BepTbiBaHNSA 3alUuLLeHHbIX ynpasnsembix WLAN, onTumMnampoBaHHbIx Ans
yAarneHHbIX NnoLwaaok n unmanos 1 nogaepXxunBarLLmMx cpeacTsa anst obecneyeHuss 6uicTpor 6e3onacHom
MOBUMLHOCTU, MEXAHU3MbI OTKAa30yCTOMYMBOM ayTEHTUMMKALMN 1 YNPOLLIEHHbIE CpeacTBa ynpaBneHus. Moaynb
koHTponnepa WLAN B coctaBe mapLupyTtusartopa Cisco cepum 2900 no3sonsieT ManbiM U CpeaHUM NpeanpusaTusim
dunranam kopnopaumii OCyLLIECTBUTb 3KOHOMUYECKN acheKTMBHOE pa3BepThIBAHUE M yNpaBreHve 3aLlyLeHHbIMU
WLAN. KoHTtponnepbl WLAN Cisco paboTatoT COBMECTHO C ynpasnsieMbiMn Todkamm goctyna Cisco 1 ¢ cucremon
ynpaeneHus Cisco Wireless Control System (WCS) gns toro, 4tobbl o6ecneunts dpyHkumm WLAN no Bcel cucteme
n ynpaenatb 6, 12 unn 25 Toukamm goctyna.

BecnpoBoAHble rmo6anbHbIe ceTn

PaspaboTaHHble Cisco mogynu nogknioveHuns k 6ecnposogHeiM WAN (WWAN) TpeTbero nokonenus (3G)
00BbEeANHSAIOT PYHKUMN TPAOULMOHHbBIX KOPNOPaTUBHBIX MapLUPYTU3aTOPOB (yaareHHoe ynpaBneHve, paclumpeHHble
IP-cepBuchl, Hanpumep, VoIP n cpeactea obecneveHns 6e3onacHOCTM) ¢ BO3MOXHOCTSIMM MOBMbHOMO JocTyna K
cetam 3G WAN. Vcrnonb3ys BbICOKOCKOPOCTHbIE BecnpoBoaHble ceTu 3G, MapLUpyTU3aTopbl MOTYT 3aMEHWUTb UIn
OOMNOMHNTE CYLLECTBYHOLLYIO MHPACTPYKTYPY NOAKMYEHUA, Hanpumep, TenedoHHble nuHun, Frame Relay n ISDN.
Pewenns Cisco B obnactn 3G nogaepxmeatot ctaHgaptel 3G HSPA u EVDO, Tem cambim, obecneynsast
pe3epsupoBaHue noaknodeHns WAN ¢ ncnonb3oBaHnem AeiCTBUTENbHO Pas3fuYHbIX KaHanoB U BO3MOXHOCTb
ObICTpOro passepTbiBaHUSA OCHOBHOro nogknoveHnsa kK WAN. [ina nonyyeHnst 4ONONHUTENBHON nHdopmaumm o
peweHnsx 3G gns Cisco ISR noceTtnte web-cant www.cisco.com/go/3g.

UHTerpupoBaHHble cpeacTBa KommyTtauum LAN

MapupyTtusatopsl Cisco cepum 2900 (mogenu ¢ Cisco 2911 no Cisco 2951) nogaepxuBatoT HOBblE CEPBUCHbIE
Moaynu EtherSwitch®, KOTOpble CYLLLeCTBEHHO PACLUMPSAIOT BO3SMOXHOCTWN MHTErpaLmm nyyilen B otpacnm
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KOMMYyTaLum BTOPOro U TPETbEero ypoBHEN ¢ HaBopom (PYHKLMIA, MAEHTUYHBIX TEM, YTO NpeacTaBrneHbl B
kommyTaTopax cepuin Cisco Catalyst 2960 n Catalyst 3650-E, n BO3MOXHOCTbIO OCYLLECTBIIATE KOMMYTaLMIO U
MapLUpyTU3aLumio CO CKOPOCTBIO NTOKaINbHOW CETW.

Hosble cepsucHble moagynu Cisco Enhanced EtherSwitch ncnonbe3aytoT npenmyLectsa pacluMpeHHbIX BO3MOXHOCTEN
nutaHusa mapupytusatopos Cisco cepum 2900. Kpome Toro, moaynu Cisco Enhanced EtherSwitch nogaepxusatoTt
HoBewwwmne nHnumaTmebl Cisco B obnactu aHeprocbepexenuns: Cisco EnergyWise, Cisco Enhanced Power over
Ethernet (ePoE), moHuTOpUHr NuTaHus PoE Ha ypoBHe nopTta u ycunenune nutanmsa PoE ¢ nomowbio RPS.

[aHHble TexHoNornmM No3BoNAT YAOBNETBOPUTL BO3pOCLUME TpeboBaHUS K SHEPrOCHAGXEHWNIO OKOHEYHOIO
obopyaoBaHus, He NoBbilwas obLee aHepronoTpebneHue dpunurana.

CepBuUCbI NPUNOXEHUN

Mo mepe Toro, Kak opraHnsaLum NPOAOIKaT LeHTpanun3oBaTb U KoHconuanposaTtb N T-nHdpacTpyKTypy CBOMUX
MnNranoB Ans CHWKEHUSI CTOMMOCTM U CIIOKHOCTW COAepXaHusi ounmnanos, OHWM HauYMHaKOT CTankuBaTbCst CO
CINOXHOCTAMU obecneyeHnst afekBaTHOro kadectsa obCnyxmBaHns nonb3oBartenei, NoaaepXaHns NOCTOSHHOM
[OCTYMHOCTY NPUIOXEHWI U NpeaoCTaBeHNs 4OCTyNa K UCMOoMb3yeMbiM B paboTe KOMNaHU1 NpUnoXeHUsiM 13 Tow
TOYKM MMpa 1 B TO BpeMsl, OTKyAa 1 Koraa 1o Heobxoammo. [ns pelueHus aTux npobnem maplupytmaatopsl Cisco
cepumn 2900 noaaep>xvBatoT BO3MOXHOCTb 3amnycka Ha NMOMHOCTBIO UHTErprpyemMoM B MapLupytusartop mogyne Cisco
Services Ready Engine (SRE) npuknagHoro MO Cisco 1 CTOPOHHMX NPOU3BOAUTENEN, @ TAKKe NOMb30BaTENbCKUX
NpUNoXXeHnn. [laHHbIN MoayNb MMEET COBCTBEHHBIV NPOLIECCOP, CETEBON MHTEPMENC 1 ONepaTUBHYIO NamsSTb,
hYHKLMOHMPYIOLLME HE3ABNCUMO OT PECYPCOB MapLLPYTN3aTopa, YTO NO3BONSIET 06ECNeUnTs MakCUMarbHyo
NPON3BOANTENBHOCTb MapLLUPYTU3aLMK 1 NPUNOXEHUIA NPU OQHOBPEMEHHOM CHIDKEHWUWU TpeboBaHWI K 3aHMMaeMbIM
NroLaasam, CHKEHUN aHepronoTpebneHns n KoHcoNMAaumMmn ynpaeneHus.

YckopeHue paboTbl NPUNOXEeHUN

MapwpyTtusatopsl Cisco cepum 2900 opraHM4HO COYETaoT Nyyllne B OTpacnm cpeacraa MHpopMaLMoHHON
©e3onacHoCcTW, ynpaBneHus u KoHTpons Tpadmka Ha ocHoBe |0S ¢ pelueHnsmu Cisco no yckopeHuto paboThbl
npunoxenunn. Takvne dyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecnedmsatoT KOHTPOMNb ¥ MOHUTOPUHT
NMOBTOPSAOLLMXCH LWAaBNoHOB Tpaduka, a Takke NPoM3BOANTENBHOCTY NpunoxeHuin. OQHOBPEMEHHO C 3TUM (YHKLMK
I0S QoS, ACLs 1 PfR nHTEennekTyansHO ynpasnsoT TPadMKOM C LiEeNbo ONTUMU3aLmMmn kadecTBa obCcnyxmBaHus
nonb3oBaTenew 1 NoBbiEeHNS 3hEKTUBHOCTH paboTbl COTPYAHUKOB. B AanbHelem kayecTBo ob6cnyxmBaHns
nonb3oBaTenen MoXeT ObITb yNyyLLEHO NOCPEACTBOM pa3BepTbiBaHNsA ceTeBoro moayns Cisco WAAS, KOTopbI MOXET
ObITb cnonb3oBaH Ans 6e3onacHon peanusaummn 6onee nepeaoBbIX METOANK ONTUMM3ALIMN PaboTbI NPUNOXEHNN B
rnobanbHoO cetu, Taknx kak ontTummusaumsa TCP-Tpadmka, kalumpoBaHue, oxatne 1 yckopeHne paboTbl NpUnoxeHun.
B coyeTtaHuu ¢ ceteBbiMmn Mogynsamm Cisco WAAS mapipyTtusatopsbl Cisco ¢ nHTerpaumen cepemcoB obecneumsarot
ONTUMarbHY NPOM3BOAUTENBHOCTD NPUMNOXKEHWIA, KOTOPBLIMU MOMb30BaTENN unmnana nonb3yTca ANS JocTyna K
nHdopmaumm ns ueHtpansHoro LIOM. PelieHve no3sonsieT 06beauHUTb OPOrocTosLLy0 MHAPACTPYKTYpYy CEPBEPOB,
CUCTEM XpaHEHUS faHHbIX Y CUCTEMbI pe3epBHOro konvpoBaHus B LIO[, oaAHOBpeMeHHO noaaepXmBast KauecTBO
obcnyxmBaHns yaaneHHbIX Nonb3oBaTenen Ha ypoBHE NOKanbHbIX CETEN.

Cisco Services Ready Engine

PeweHne Cisco Services Ready Engine goctynHo B hopm-chaktope BHYyTpeHHero cepsmcHoro moayns (ISM) un
cepsucHoro moaynsi (SM). AnnapatHoe obecneveHne BHyTPEHHEro CEPBUMCHOIO MOAYNs NO3BoNsAeT obecneynTb
CEMUKpaTHbIA POCT NPOU3BOANTENBHOCTU MO CpaBHEHMIO ¢ Moaynamu AIM npeabiayLLero NokoneHusi; NOMUMO 3TOrO,
mMoaynb obopynosaH npoueccopom x86-64. Tawke mogynn SRE nogaepxuBatoT cuctemy XpaHeHUst AaHHbIX EMKOCTbIO
o 1 T6awT, koHdurypaumm RAID, annapaTtHble cpeacTBa NOAAEPKKN BUPTyanM3aumm 1 pasfnmyHble BapuaHThbl
kpuntorpadmyeckon 3awmTtbl. Moayne Cisco SRE obecneunBaeT Ha nnatdgopmax Cisco cepun 2900
npepocTaBrneHne AoCTyna K NPUIoXeHnsM ansg ounvanos no 3anpocy, YTo NOo3BOMseT pa3BepTbiBaTb HEOOXoANMbIE
NPUIOXEHUSI B HY>KHOE BPEMSI U B HY)XXHOW TOYKe ceTu. PasgeneHune obopynoBaHms 1 nporpaMMHoro obecneyeHus,
peanv3oBaHHOE B paMKax MOAENU pa3BepTbiBaHus "nog Krnoy", No3BonsieT BbIAENATbL pecypchl Ans
(PYHKLMOHUPOBAHUS NPUSIOXKEHUI HA MOAYIE Kak HENMOCPEACTBEHHO B MOMEHT €ro YCTaHOBKM, TaK U BNOCNeACTBUM
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— ypaneHHo v B nioboe Bpewms. MNogaepxveaemble peweHus BkntodatoT Cisco Wide Area Application Services
(WAAS), Cisco Application Extension Platform (AXP), koHTponnep WLAN Cisco (WLC) cuctemy BngeoHabnogeHus
Cisco v gpyrve npunoxeHus, Haxoasimecs Ha ctagum paspaboTtku. Mogynb Service Ready Engine nossonser
opraHu3auusM pasnnyHbIX pasmepoB ob6ecneynTb FOTOBHOCTb CBOMX CETeN K 3aBTpallHeMy AHI0, N03BoMsAs 6bIcTpo
pasBepTbiBaTb HOBbIE MPUNOXEHUA Ans dpunuanos 6e3 Heo6x0aUMOCTN YCTaHOBKM HOBOrO 060pyA0BaHMS, YTO
CHWXaeT CTOMMOCTb pacnpoCTpaHeHWs CepBUCOB ANns hunmanos.

YnpaBneHue maplipyTu3aTtopamMmm ¢ MHTerpauuen cepBucoB

MpunoxeHnsa ans ceTeBoro ynpasneHns ABASIOTCA MHCTPYMEHTapneM CHUXEHUS onepaLmnoHHbIx naaepxek (OPEX),
O0OHOBPEMEHHO MOBbILLALWMM AOCTYNHOCTb CETU MPY MOMOLLM YNPOLLEHNS N aBTOMATU3aumMmn MHOXecTBa
eXe[HeBHbIX 3a4a4, CBSA3aHHbIX C yNpaBlieHnem KOMMNIeKCHbIMU ceTsimu. Moaaepkka ¢ MOMeHTa BBOAA yCTPOMCTBA
B 3Kcnnyartaumo obecneunsaeT HEMeAIEHHYIO MOMOLLb B aAMUHUCTPMPOBaHMM MapLUpyTU3aTopa C uHTerpaumen
CepBuCOoB, a Takxke BbICTpoe 1 NPOCToe pa3BepTbiBaHWE, MOHUTOPUHTL U YCTpaHeHWe Henonadok npunoxexuin Cisco
N CTOPOHHWX NPOM3BOAUTENEN.

[ns [oCTWKeHWs LieneBbIX NokasaTenen Npon3BOANTENBHOCTY U ONepaunoHHbBIX N3AEPXKeK opraHn3aunm
nonaralTcs Ha MPUIOXeHWs CeTeBOro ynpaeneHus, paspaboTtaHHbie Cisco, CTOPOHHMMM NOCTaBLLMKaMU Unn
camocTosTenbHo. MNMoaaepxka Taknx NPUNOXEHNN SBNSETCS BCTPOEHHON (PyHKLMEN ynpaBneHus, 4OCTYNHON Ha
kaxgom ISR. Hosble ISR npogomkatoT Tpaguumio MHTerpawmm LWUpPOKOro U BCECTOPOHHEro Habopa dyHKLuiA
aAMUHVCTPUPOBAHNS HENoCcpeACTBEHHO B yCTPONCTBO. Takune dyHkumm, kak IPSLA, EEM n Netflow, nossonsitoT
KOHTponupoBaTb paboTy cuctemsl B noboe Bpems. aHHble dyHKUmMM coBMecTHO ¢ nogaepxkon SNMP n SYSLOG
obecneymBaloT pelleHne 3agay agMUHUCTPUPOBaHNS B OpraHu3aumm.

Bonee nogpobHas nHgopmaums 06 onepauunoHHor cucteme Cisco 10S, cpeagctBax ceTeBoro ynpasneHus 1
nopaepxke ynpasnsemocty B MapLupytmaartopax Cisco ISR cepun 2900 npusegeHa B Tabnuuax 4 n 5.

Tabnuua 4. PyHkumm 1 npotokonsl MO Cisco 10S, nogaepxuaemble MmapLipyTudatopamu Cisco ISR G2 cepun 2900

MpoTokonkl IPv4, IPv6, ctatuyeckas mapwpytusauus, OSPF, EIGRP, BGP, BGP Router Reflector, I1S-IS, IGMPv3, PIM SM, PIM SSM,
DVMRP, IPSec, GRE, BVD, mexaHu3mbl rpynnoBoi agpecauum IPv4-1Pv6, MPLS, L2TPv3, 802.1ag, 802.3ah, L2 n L3 VPN

WHkancynsauum Ethernet, 802.1q VLAN, coeanHeHune "Touka-Touka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 1 FR.16), HDLC,
nocnepoBatenbHble nHTepdencsl (RS-232, RS-449, X.21, V.35, n EIA-530), PPPoE n ATM

YnpaBneHue QoS, CBWFQ, WRED, cpeactBa nepapxuyeckoro obecneveHust kayectsa obcnyxusanus, PBR, PR n NBAR
Tpadukom

Mpumeyvanue. [nga nonydyeHus 6onee nonHoro cnucka dyHkumin, nogaepxmeaembix MO Cisco 10S,
BOCMONb3ynTeck MHCTpymeHTOM Feature Navigator, focTynHbIM No agpecy http://www.cisco.com/go/fn.

B Tabnuue 5 nepevncneHbl HeCKONbKO YHKLUMI CETEBOro ynpasneHus, peannsoBaHHbix B 10 Cisco 10S.

Ta6bnuua 5. BcTpoeHHble dhyHkumm ceTeBoro ynpasneHus, goctynHele B 10 Cisco 10S.
PyHKUMNA Onucaxue
WSMA Web Services Management Agent (WSMA) onpeaensieT MexaHuam, npv NoMoLLY KOTOPOro OCYyLLECTBNAETCS ynpaBreHne

ceTeBbIM YCTPONCTBOM, U3BMEKAIOTCA AaHHbIe O ero KOHUrypaumu, a Takke 3arpy>atTcs v yNpasnsioTCs HOBble AaHHbIe
0 KoHdurypaumm. [Ina nepefaymn AaHHbIX O KOHUrypaumum n coobLLeHnn npoTokona ucnonbaytotcs XML-gaHHble,
nepenasaemble Mo npoTtokony SOAP.

EE Cisco |I0S Embedded Event Manager (EEM) — pacnpeneneHHasi u agantuBHasi cuctema obHapyxeHusi CobbITHiA 1
obpaboTku cboeB, PyHKLUMOHUPYIOLLAs HEeNOCpeaCTBEHHO Ha ycTponcTBe nog ynpasnexnmem Cisco 10S. danHoe MO
npefocTaBnseT BO3MOXHOCTb OTCNEXVBaTb COObITUS 1 MPeANPUHNMATE MHEOPMALIMOHHbIE, KOPPEKTUPYIOLLE U
nobble apyrne EEM-geiicTBrs Npu HacTynneHUn oTcnexwBaemblX COBbITUIA NN AOCTKEHUM MOPOrOBbIX 3HAYEHWUIA.

IPSLA Cornawenus Cisco |I0S 06 ypoBHe o6cnyxwuBaHusi (SLA) ans npotokona IP no3BonsioT rapaHTMpoBaTh paboTy HOBbIX
BakHbIX ANns 6uaHeca IP-npunoxenwii, a Takke IP-cepBMCOB, CMONb3YIOLWMX AaHHbIE, FONOCOBYIO CBA3b M BAEO B IP-ceTu.

SNMP, RMON, Syslog, | B gononHeHwue k ynomsiHyTbIM Bbille pyHKLUMAM ynpaBneHus mapipytusatopbl Cisco ISR cepumn 2900 Takke
NetFlow, TR-069 nogaepxusatoT SNMP, RMON, syslog, NetFlow n TR-069.
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MepeyncrneHHble B Tabnuue 6 NpUNoXeHUs SBRNSIOTCH aBTOHOMHBLIMU NPOAYKTaMU, KOTOPbLIE Bbl MOXETE NpuobpecTy
UK 3arpy3nTb Ans yNpaBreHus ceTeBbiMm ycTpoiicTBamu Cisco. MpunoxeHusi npegHasHaveHbl Ans pasnuyHbIX
3TanoB SKCnnyaTauum, Tak YTo MOXHO BblGpaTb OAHO U3 HUX, Haubornee COOTBETCTBYIOLLEE BaLUMM NOTPEBHOCTSM.

Tabnuua 6. PelueHns gns ceteBoro ynpasneHns

dTan akcnnyarauuun Mpunoxexne Onucanue

YcTaHoBKa 1 HacTpoiika yCTponcTBa Cisco Configuration Professional Cisco Configuration Professional — cuctema ynpaeneHus ¢
rpadhuyeckmm nonb3oBaTtenbCckum nHTepdercom (GUI) ans
MapLUpYyTM3aTOpOB A0CTyna, paboTatoLmx noa ynpaeneHvem MO
Cisco |0S. AaHHbIN NHCTPYMEHT YMNpoLLaeT HaCcTPONKY
MapLupyT13aLumm, MexceTeBoro akpaHa, IPS, VPN, cpeacts cuctembl
YHUPULIMPOBaHHbBIX KOMMYHVKaLWIA, a Takke HacTporky WAN 1 LAN
Npy1 NOMOLLM MPOCTbIX B UCMOMb30BaHNM MacTepoB.

PasBepTbiBaHue ceTu, HacTpowika, CiscoWorks LMS Cucrema ynpaenenus LAN CiscoWorks (LMS) npegcraensiet co6on
MOHWTOPWHI 1 yCTPaHEHVe Henonaaok Habop MHTErpMpOBaHHbIX MPUNOXEHUI, NPeAHa3HaYeHHbIX AN
YNPOLLEHNSA eXeAHEeBHbIX NpoLeayp YNpaBneHns KOMNMEKCHOW CeTbIo
Cisco, CHWkeHus onepaumnoHHbix pacxoaos (OpEX) 1 noBbiweHust
poctynHocTtu ceTu. CiscoWorks LMS npegnaraet ceTeBbiM
aAMUHMCTpaTopam NPOCTOM B UCNONb3oBaHuM web-nHtepdelic,
npefHa3HayeHHbIN A51st HACTPONKYW, aAMUHUCTPUPOBAHMUS U
yCTpaHeHust Henonaaok mapLupytusatopos Cisco ISR

C MCronb30BaHMEM TaKUX MHCTPYMeHTOB, kak Cisco I0S EEM.

Kpome Toro, anst noaaepkn 0CHOBHbBIX CEPBMCOB NNaTopMbl
MapLipyTusaTtopa c uHTerpaumeii cepaucos CiscoWorks Takxke
ob6ecneunBaeT gononHuTensbHyto nogaepxky Cisco Service Ready
Engine, no3sonsas agMMHUCTpMpoBaTh M pacnpeaenstb
nporpammMHble o6pasbl Ha SRE, cokpalias npoaomKUTeNsHOCTb U
CINOXHOCTb yrnpaBrieHnsi obpasamu.

BBog ceTu B akcnnyartauumio, CiscoWorks NCM Cpeacteo CiscoWorks Network Compliance Manager (NCM)
obecneyeHne cooTBETCTBUS OTCrNexuBaeT u perynupyeT n3ameHeHusi kondgurypauum u MO Bo
HOPMaTUBHbIM TpebOBaHMSAM BCeli ceTeBOW MHPACTPYKType, COCTOSILLEN U3 YCTPOMCTB
pasnuuHbIX NponssoguTenein. OHo obecneynBaeT NPEBOCXOAHbIN
KOHTPOSIb U3BMEHEHUI B CETU 1 MOXET OTCIEXMNBATb COOTBETCTBIE
HOpMaTuBHbIM, UT- 1 kopropaTuBHBIM NpaBuiaM, a Takke
TEXHOMOrN4yeckum TpeboBaHNsaM.

BBog B akcnnyaTauumto, HacTpomnka u Cisco Security Manager Cisco Security Manager siBnsieTcst ny4wmnmM B OTpacnm npunoxeHMem
MOHWUTOPUHI CUCTEMbI 0becneveHns Ansa ynpaeneHns cuctemamu obecnevenns 6esonacHocti. OHo
6e3onacHocTn No3BOMsET YNpaBnATb cepBucamm mexceteBoro akpaHa, VPN u
cucTeMbl NpeaoTBpaLleHnst BTopkeHni (IPS) Ha mapLupyTudaTopax
Cisco, ycTpoiicTBax 6€30nacHOCTU U CEPBUCHBIX MOAYNSAX
KOoMMyTaTopoB. B cocTaB nakeTa Takke BXOAWUT cucTema
MOHUWTOpPWHra, aHanusa u pearmposanus Cisco Security MARS,
npefgHa3Ha4YeHHast Ans MOHUTOPUHIA Y OTPaXXEHWS Yrpos.

Hacrtpoiika n pacnpenenexve Cisco Unified Provisioning Cpenctso Cisco Unified Provisioning Manager npeactaensiet coboi
pecypcos Manager HapexHoe 1 MacLuTabupyemoe web-peLleHue no ynpasneHmnio
KPUTUYECKN BaXKHBIMN KOMMYHUKALIMOHHLIMU pecypcamu crieaytoLLero
nokoneHusi. OHO ynpaBnsieT cepe1caMui CUCTEMbI YHUULIMPOBAHHBIX
KOMMYHUKaLWiA B obnacTu IP-TenedoHum, roriocoBo NoYTs! 1 cpes,
obmeHa coobLLEHMSIMM.

YcTaHoBKa, pa3BepTbiBaHve U Cisco License Manager 3almLeHHoe knneHT-cepeepHoe npunoxenue Cisco License Manager
N3MEHEHME NULIEH3NN obecneyvBaeT NPOCTOe ynpaBneHve akTvBaumer u nuueHausmm No
Cisco I0S ans wwupokoro criektpa nnatcopm Cisco, paGoTatoLyx nog
ynpaenenvem MO Cisco 10S, a Takke Opyrx onepaumoHHbIX CUCTEM.

BBopa B akcnnyatauuto, Cisco Configuration Engine Cisco Configuration Engine siBnsieTcs 3alUMLLEHHbIM peLleHnemM ans
passepTblBaH1E 1 MOANMUKaLMUS CETEBOro ynpaBrieHusi, kKoTopoe o6ecneynBaeT aBTOMaTUYECcKoe

KOHCUrypaLumm 1 NporpaMMHbIX pacnpocTpaHeHWE KOHGUrypaLmii 1 NporpaMMHbIX 06pa3oB
obpasos nocpeACcTBOM LIEHTPaniM30BaHHOIO yNpaBrieHNs Ha OCHOBE LLIAGMOHOB.

Pe3ome

MockonbKy KOMMaHUN CTPEMSATCH CHWDKaTb COBOKYMHYI CTOMMOCTb BniageHus (TCO) cBovMmu ceTamm 1 noBbillaTth
006LLyI0 NPON3BOANTENBLHOCTL PAbOThLI COTPYAHMKOB NP NOMOLLM BCe Gonee LeHTPanM3oBaHHbIX 1 OPUEHTUPOBAHHBLIX
Ha COBMECTHYO paboTy NpUMOXeHWIA, BO3HNKAeT NOTPEOHOCTb B MHTENNEKTyanbHbIX PeLleHnsx Ans hunvanos.
MapwpyTusatopsl Cisco ISR cepvu 2900 no3BonsitoT co3gaBaTh Takve peLleHnsi, obecneymBas BO3pOoCLUYO
NPOM3BOANTENBHOCTb Y MOAYIIBHOCTb U, TakuM 06pasoM, NoAAEPXKKY MHOXeCTBa cepBMcoB. MapLupyTmu3aTopbl

Cisco cepum 2900 pa3paboTaHbl Ans 06beanHeHUst PYHKLMIA OTAEMNbHBIX YCTPOWUCTB B PaMKax €AMHOM KOMNaKTHOM
CUCTEMBI.
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Tabnuua 7. TexHnyeckne xapakrtepucTukm mapLupytusatopoB Cisco ISR cepun 2900

Cisco 2901 Cisco 2911 Cisco 2921 Cisco 2951

CepBUCbI U CNOTbI

BcTpoeHHble cpeacTBa annapaTHOro yCKopeHust Oa Oa Oa Oa

wndposarus (IPSec + SSL)

Yucno ceaHcos Cisco Unified SRST 35 50 100 250

Yucno cearcos Cisco Unified CCME 35 50 100 150

Bcero BcTpoeHHbIx noptos WAN 10/100/1000 2 3 3 3

MopTbl RJ-45 2 3 3 3

MopTbl SFP (npu ncnonbsosaxHne nopta SFP 0 0 1 1

ByaeT oTKMoYeH cooTBeTCTBYOWMIA NopT RJ-45)

CnoTbl ANs CEpBUCHBIX MoAayrei 0 1 1 2

CpaBoeHHble CnoTbl ANS CepBUCHBIX Mogynen (npu | 0 0 1 1

MCNonb30BaHWN CABOEHHOTO crnoTa ByayT 3aHATbI

BCE OfMHapHbIe CMOoTbl ANs CEPBUCHBIX Moaynemn

Ha nnaTtdopme 2900)

Cnotbl gns EHWIC 4 4 4 4

CpaBoeHHble cnoTbl ans EHWIC (npu 2 2 2 2

ncnonb3oBaHuMKn caBoeHHoro cnota ana EHWIC

6yayT 3aHsThl ABa cnoTa aAnst EHWIC)

Cnotbl ans ISM 1 1 1 1

Cnotbl Ans BcTpoeHHoro DSP (PVDM) 2 2 3 3

Mamsite DDR2 ECC DRAM — no ymonyaHuto 512 M6ant 512 M6ant 512 M6awt 512 M6awt

Mamsate (DDR2 ECC DRAM) — MakcumansHo 2 6ant 2 6ant 2 M6ant 2 M6ant

Compact Flash (BHeLUH.) — No ymonyaHuio cnot 0: 256 M6ait cnot 0: 256 M6aint cnot 0: 256 M6aint cnot 0: 256 M6aint
cnot 1: H/Aa cnort 1: Hip cnot 1: H/g cnot 1: H/g

Compact Flash (BHeLUH.) — MakcMmarbHO cnort 0: 4 MGant cnot 0: 4 [GanT cnor 0: 4 MGawnT cnot 0: 4 MGawnt
cnort 1: 4 6ant cnot 1: 4 [GanT cnort 1: 4 MGant cnort 1: 4 MGant

BHewHne cnotbl ang Flash-namsatn USB 2.0 2 2 2 2

(Tun A)

KoHconbHbi nopt USB (Tvn B) (oo 115,2 kbut/c) |1 1 1 1

MNocnepoBaTernbHbIN KOHCOSbHBIM NOPT 1 1 1 1

BHelwHWi nocnepoBatenbHbIN NOpT 1 1 1 1

BapwvaHTbl anekTponuTaHus CeTb NnepeMeHHoro CeTb NepemMeHHoro CeTb NepemMeHHOro CeTb NepemMeHHOro
Toka un PoE ToKa, PoE, ceTb TOKa, POE, ceTb TOKa, POE, ceTb

NOCTOSIHHOrO ToKa* NOCTOSIHHOrO ToKa* NOCTOSIHHOIO TOKa*

Moppepxka RPS (BHeLwHel) Het Cisco RPS 2300 Cisco RPS 2300 Cisco RPS 2300

TexHUYecKkue xapakTepUCTUKN CUCTEMbI MUTAHUSA

BxopHoe HanpshxeHne nepeMeHHoro Toka o1 100 0o 240 B ~ o1 100 0o 240 B ~ o1 100 00 240 B ~ o1 100 00 240 B ~
(aBTOHaAcTpoVika) (aBTOHacTpovika) (aBTOHaAcCTpOMKa) (aBTOHaACTpOMKa)

YacToTa BXOAHOrO NepeMeHHOro Toka oT47 po 63y oT 47 no63 'y oT47 po 63 'y oT47 po 63y

[nana3oH pabounx TOKOB Ans or1,5000,6 A or22001,0A or340014A or340014A

BN nepemeHHoro Toka (Makc.)

BxofHOWM nepemMeHHbI TOK neperpysku <50 A <50 A <50 A <50 A

HomuHanbHas notpebnsiemasi MoLHOCTb (6e3 40 50 60 70

mogaynen) (BT)

MpenenbHas mowHocTb Bl nepemenHoro Toka (BT) | 150 210 320 340

MpenenbHas MOWHOCTL NUTaHus Yepes PoE 175 250 370 405

(Tonbko nnatcopma) (BT)

MpenenbHas mowHocTb POE, nepegaBaemas Ha

OKOHeYHble ycTpoicTea (BT) 130 200 280 370

MpepenbHas mowHocTb PoE, nepenaBaemas Ha | H/J 750 750 750

OKOHEYHble YCTPOMCTBA NpY UCNONb30BaHWUN

ycunexusi PoE (BT)

dusnyeckne xapakTepucTuKmn

[abaputbl, B x W x I 445x438,2x4394vmm | 44,5 x438,2 x 304,9 mm | 88,9 x438,2 x 469,9 mm | 88,9 x 438,2 x 469,9 mm

BbicoTa cToviku 1RU 2RU 2RU 2RU
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MHopMaLIMOHHBIV GlonneTeHb

Cisco 2901 Cisco 2911 Cisco 2921 Cisco 2951
Kpenex ans MmoHTaxa B cTolky (19 AroimoB) B komnnekte B komnnekre B komnnekte B komnnekte
(48,3 cm) EIA
Kpenex ans MoHTaxa B CTOMKy (23 Arorma) [ononHutensHo [JononHuTensHo LononHutensHo LononHutensHo
(58,4 cm) EIA
KpenneHve Ha cTeHy (CM. MHCTPYKLUIO NO Oa Oa Het Het
MOHTaXy A5 NPaBUIbHON YCTaHOBKM)
Macca ¢ Bl nepemeHHoro Toka (6e3 Mmoayneit) 6,1 kr 8,2 kr 13,2 kr 13,2 kr
Macca ¢ nutanuem ot POE (6e3 mogynen) 6,5 kr 8,6 kr 13,6 kr 13,6 kr
HomuHanbHasi macca B NOsIHOW KOHdUrypaumm 7,3 kr 9,5 kr 15,5 kr 15,5 kr

MoTok Bo3ayxa

OT nepepnHen naHenu
K GOKOBbIM

OT oaHol 6okoBon
naHenu kK apyromn

OT nepegHen naHenu
K 3agHen

OT nepegHen naHenu
K 3agHen

[ononHUTENbHbLIN KOMNIIEKT BEHTUNALMN H/O Ot nepegHevi naHenun | H/Q H/O

K 3agHen
XapaKkTepuCTUKMN OKpyXatolein cpeabl
Pa6ouue ycnoBus
TemnepaTypa — Ha BbicoTax 4o 1800 m ot 0 go40°C ot 0po40°C otr0pgo40°C otr0pgo40°C
TemnepaTypa — Ha BbicoTax 4o 3000 m otr0po25°C ot 0pgo40°C otr0pgo40°C otr0pgo40°C
Temnepatypa — Ha BbicoTax Ao 4000 m H/O ot 0pno30°C ot 0pno 30°C ot 0no 30°C
TemnepaTypa — Ha BbicoTax 4o 1800 m, H/O oT -5 no +50 °C H/O ot -5 pgo +50 °C
kpaTkoBpemeHHo (no NEBS)
Beicota 3000 m 4000 m 3000 m 4000 m
OTHOCUTENbHAsA BNaXHOCTb o1 10% no 85% oT 5% £o 85% ot 10% po 85% oT 5% no 85%
BnaxHocTb, kpaTkoBpemeHHo (no NEBS) H/O ot 5% [0 90%, Ho He H/O H/O

6onee 0,024 kr Boapl/kr

Cyxoro Boaayxa
AkycTvKa: 3BykoBOe AaBreHne (HoM./Makc.) 41/53 nBA 51,8/62,9 nbA 54,4/67,4 nBA 54,4/67,4 nBA
AkycTuKa: 3ByKOBasi MOLLHOCTb (HOM./MaKc.) 49/61 nBA 58,5/70,3 nbA 62,6/74,5 nBA 62,6/74,5 nBA

YcnoBusi xpaHeHus

TemnepaTypHbIii AuanasoH

ot 40 go +70 °C

o1 —40 go +80 °C

ot —40 go +70 °C

ot —40 go +70 °C

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

OTHocuTenbHas BNaXxHOCTb o1 5% no 95% oT 5% po 95% ot 5% po 95% o1 5% po 95%
BeicoTa 4570 m 4570 m 4570 m 4570 m
CooTBeTCTBME HOPMATUBHLIM TpeGoBaHUAM

BesonacHocTb UL 60950-1 UL 60950-1 UL 60950-1 UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

OnekTpoMarHMTHasi COBMeCTMMOCTb

47 CFR, yactb 15

ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A

47 CFR, yactb 15

ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A

47 CFR, vacTb 15

ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A

47 CFR, vacTb 15

ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A

[vpektvBa RTTE

[vpektvBa RTTE

AS/NZS 3548 Knacc A | AS/NZS 3548 Knacc A | AS/INZS 3548 Knacc A | AS/NZS 3548 Knacc A

VCCI V-3 VCCI V-3 VCCI V-3 VCCI V-3

CNS 13438 CNS 13438 CNS 13438 CNS 13438

EN 300-386 EN 300-386 EN 300-386 EN 300-386

EN 61000 EN 61000 EN 61000 EN 61000

(HEBOCMPUMMUYMBOCTL) | (HEBOCTIPUUMYMBOCTL) | (HEBOCTIPUMMYMBOCTL) | (HEBOCTIPUMMYMBOCTD)

EN 55024, CISPR 24 | EN 55024, CISPR 24 | EN 55024, CISPR 24 | EN 55024, CISPR 24

EN50082-1 EN50082-1 EN50082-1 EN50082-1
TenekoMMyHUKaLMOHHbIE XapaKTepUCTUKN TIA/EIA/IS-968 TIA/EIA/1S-968 TIA/EIA/IS-968 TIA/EIA/IS-968

CS-03 CS-03 CS-03 CS-03

ANSI T1.101 ANSI T1.101 ANSI T1.101 ANSI T1.101

ITU-T G.823, G.824 ITU-T G.823, G.824 ITU-T G.823, G.824 ITU-T G.823, G.824

IEEE 802.3 IEEE 802.3 IEEE 802.3 IEEE 802.3

IunpektnBa RTTE

IunpektnBa RTTE
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MHopMaLIMOHHBIV GlonneTeHb

* ICTOYHMKM NUTaHWA NOCTOSAHHOMO Toka ByayT AocTynHbl B Havane 2010 roga

Mopne pXnBaembie moaynu

Cnucok nopaepxveaemblx MapLupytusatopamm Cisco cepun 2900 moaynen pasmeLleH Ha criefytoLlen web-ctparuue:
http://cisco.com/en/US/products/ps2900/products_relevant interfaces_and modules.html

UHudopmauumsa ans 3akasa

MapuupyTtusatopsbl ¢ uHTerpaumen cepsmcoB Cisco cepum 2900 gOCTYNHbI ANSA 3akasa U NocTaBku. [nsa nonyyeHus
MHcpopMauum o nopsiake 3akasa mapupytmsaTtopoB Cisco cepum 2900, o6paTuTech k pykoBOACTBY MO 3akasy
mapLupyTtusatopoB Cisco cepumn 2900. YUToObl pa3aMecTUTb 3aKas, NOCETUTE MABHYH CTPaHULLY pa3MeLLeHNs 3aKa3oB
B Cisco n obpatutech k Tabnuue 8, B KOTOpoW NpvBeAeHa OCHOBHasA MHopMaLus Ans 3akas3a. [ns nonyyeHus
HOMEpPOB OOMOMHUTENbHBIX MPOOYKTOB, BKIHOYAsA NPeanoXeHns No KoMnnekram MmapLupytudatopos Cisco cepum
2900, obpaTuTech kK NPeNCcKypaHTy Ha MapLIPYTM3aTopbl C MHTerpaumei cepsucon Cisco cepum 2900 nnu CBSKUTECH
C MecTHbIM npeactasutenem Cisco.

Ta6bnuua 8. MHdopmaumsa ans 3akasa mappyTtusatopoB Cisco ISR cepuu 2900
HasBaHue OnucaHue npoaykTa
npoaykra

CISC0O2901/K9 | Cisco 2901 ¢ 2 BcTp. GE, 4 cnota EHWIC, 3 cnota DSP, 1 crioT ISM, 256 M6ait CF
CISC02911/K9 | Cisco 2911 ¢ 3 BcTp. GE, 4 cnota EHWIC, 3 cnota DSP, 1 cnot ISM, 256 M6ait CF
CISC02921/K9 | Cisco 2921 ¢ 3 BcTp. GE, 4 cnota EHWIC, 3 cnota DSP, 1 crot ISM, 256 M6aiit CF

ctaHg.), 512 M6ant DRAM (ctaHg.), IP Base

(
cTaHa.), 512 Mbaint DRAM (cTaHg.), IP Base
(
(

cTaHa.), 512 M6aitt DRAM (cTaHg.), IP Base

CISC02951/K9 | Cisco 2951 ¢ 3 BcTp. GE, 4 cnota EHWIC, 3 cnota DSP, 1 cnot ISM, 256 M6anTt CF (ctang.), 512 M6aint DRAM (ctaHg.), IP Base

SL-29-DATA-K9 | JluueHsus Ha cpeacTBa nepefayn gaHHeix ansa Cisco 2901-2951

SL-29-UC-K9 JIuueHsuns Ha cpeacTBa cUCTEMb! YHUULIMPOBAHHbBIX KOMMYHMKaumuii Ans Cisco 2901-2951

SL-29-SEC-K9 | JluueHsus Ha cpeactBa nHdopmaumoHHom 6esonacHoctv ans Cisco 2901-2951

Bo3amoxHocTu nepexona Ha mapwpyTtusartop Cisco ISR

Cepusa mapwpyTtusatopoB Cisco ISR 2900 BkntoveHa B cTaHgapTHyto nporpammy Cisco Technology Migration (TMP).
Ons nonyyeHusi nogpo6How MHopMaLumn 0 Nnporpamme nocetuTe cTpaHuuy http://www.cisco.com/go/TMP 1
obpaTtuTeck kK MecTHoMy npeacTtasutento Cisco.

FapaHTUMHbIe 06A3aTeNnbCTBA

Ha mapuwpyTtusartopsl ¢ nHterpaumen cepaucos Cisco ISR cepun 2900 npegoctaBnsieTca orpaHMyeHHas rapaHTums
cpokom aeBsiHocTo (90) aHen.

JononHutenbHas nHdopmauus

[ns nonyyeHus gononHUTensHON nHdopmaumm o mapLupytmdatopax Cisco cepun 2900 noceTtute web-cant
http://www.cisco.com/go/2900 nnu cesxutecb ¢ MeCTHbIM NpeacTtasuTenem Cisco.

Ycnyru Cisco u naptHepoB Cisco ana dunuana

Ycnyrn komnanum Cisco n ee cepTUMUMPOBaHHBLIX NAPTHEPOB NMOMOTYT BaM COKPaTUTb pacxodbl U CHU3NUTb
CINOXHOCTb pa3BepTbiBaHus omnmnana. Mbl 06riagaem JOCTaTOYHbLIM OMbITOM CO34aHWs peLleHuin ansa unmanos u
CMOXEM yA0BNETBOPUTb NOTPEOHOCTY BaLlel opraHM3aumun. YCnyri nnaHMpoBaHus U NpoekTUpoBaHWS NO3BOMSAIOT
COMOCTaBUTb TEXHOMOMMYECKME PELLEHNS C 3aavamm Gu3Heca 1 NoMOorarT YyBENUYUTL TOYHOCTb, CKOPOCTb U
3(hheKTMBHOCTL pa3BepTbiBaHUS. TeXHUYECKMe ycnyri no3BonsioT obecneunts paboTocnocobHOCTb CUCTEMBI,
achdekTMBHO Ucnonb3oBaTh PyHKUMM NpuknagHoro MO, onepaTyMBHO pa3pellatb Npobnemsl ¢
NPOV3BOANTENBHOCTBLIO U CHDKATb U3AEPXKKU. YCNyrn No onTuMu3aumm pa3paboTaHbl TakuM o6pa3oM, YTOObI
obecneynTb HeNPepPbIBHOE MOBLILLEHNE MPON3BOAUTENBHOCTM Y NOMOYb Ballel koMaHae JobuBaTbes yernexa npuy
NOMOLLIM HOBbIX TexHonorun. bonee nogpobHyto nHgopmaumio cMm. Ha web-caiiTte: http://www.cisco.com/go/services.
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MHopMaLIMOHHBIV GlonneTeHb

Cnyx6a TexHn4eckon nogaepxkun Cisco SMARTnet® AocTtynHa Brnagensuam mapLupytmdatopos Cisco cepum 2900
KaK Ha pa3oBoW OCHOBe, Tak 1 Ha 6a3e ro4oBOro KOHTPakTa Ha ConpoBoXAeHVe. BapnaHTbl TexHUYecKkon noaaepxkm
BapbMpYylOTCHA OT NMOMOLLYM YAaneHHbIX CeumanMcToB No TEXHNYECKON NoOAAEPKKe A0 KOHCYNbTauui C BbIe340M Ha
MeCTO yCTaHOBKM 060pyAoBaHus. Bce KOHTpaKTbl Ha CONMPOBOXAEHUE BKIIOYAIOT:

e OcHoBHble 06HoBneHus MO Cisco 10S, MogepHM3MpYOLLME NPOTOKOMbI, CUCTEMY 6E€30MacHOCTU, NOoCcy
npomnyckaHusl, a Takke paclumpsitoLme yHKLMOHaANbHbIE BO3MOXHOCTU PELLEHUS.

L] ,D,OCTYI'I C NMOJIHbIMK NpaBaMn K TEXHUYECKUM onbnmoTekam nopTtana Cisco.com ans nony4vyeHuna TEXHUYECKON
nogaepiKku, MHdI)OpMaLl,I/IM O NpoAyKTax u pasMelleHna 3anpocoB B 3JIEKTPOHHOM BUae.

KpyrnocyTouHbI 4OCTYN K camMoi MacluTabHOM B OTpacnu creunanbHOn cnyxbe TEXHUYECKON NoaaEePKKN.

DononHutenbHas nHdopmaums

[ns nonyyeHusa ononHUTENbHOM MHGopMauum o mapupyTtusaTtopax Cisco cepum 2900 noceTute web-cant
http://www.cisco.com/go/2900 nnu cBSXUTECH C MECTHbIM NpeacTaBuTenem Cisco.

ol l Il I e )
LUra6-keapTupa B CEBEPHON M LUTab-kBapTHpa B A3NATCKO- LWraG-keapTvpa B EBpone
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CuHranyp

¥ komnaxum Cisco umeetca Gonee 200 odprcos No Bcemy Mupy. Afpeca, Homepa TenedoHoB M ¢pakcos NpuBeaeHsl Ha Beb-caiTe Cisco no agpecy www.cisco.com/go/offices.
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